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[Summary of Facts]

The Appellant, Tatsunori Aoki (hereinafter, “Aoki”), held a bank account with the Appellee, The Fuji Bank, Limited (hereinafter, the “Bank”). Aoki had agreed to conduct ‘Fuji Cash Card’ transactions which allowed him to use a cash card issued by the Bank to withdraw his savings via automated teller machines (“ATMs”). In the conditions that the Bank had stipulated for these transactions, the Bank had included an indemnity clause which provided “the Bank and Participating Banks accept no liability for any damage caused in the event that money is withdrawn from your account using a card or PIN that has for example been forged, falsified or stolen if the teller machine identified the card as yours and confirmed that the PIN (personal identification number) used to operate the teller machine matched the number registered with the Bank.”

Some time subsequently a withdrawal was made from Aoki’s account using a genuine cash card and the right PIN. When Aoki demanded restitution of his savings by the Bank, the Bank objected, arguing in its defense that it had already performed the debt to Aoki, and that even if it had not, the indemnity clause released it from any liability.
[Summary of Decision]

“In the event that the genuine cash card issued by a bank to a depositor was used and the correct PIN was keyed in to allow the withdrawal of the depositor’s savings using a teller machine provided by the bank, in the absence of special circumstances for example where the bank provided inadequate security for customer PINs in its custody, where the bank has adopted an immunity clause that provides that the bank will not be liable in the event of a withdrawal made from a teller machine that verified the cash card and PIN used, it is reasonable to conclude that the bank will be free from liability even for a withdrawal made by a person other than the owner of the savings. We concur with the decision of the originating court which ruled to the same effect. It is not possible to accept the argument of the Appellant since it merely either attacks an interpretation of the law which does not prejudice the outcome reached by the originating court, or attacks the judgment of the originating court from an unsupported viewpoint.

The originating court correctly established as fact that the money claimed in this suit was paid out by a teller machine provided by the Appellee and/or a collaborating bank on 23 April 1981, and that at that time the PIN that a depositor registered with the Appellee was encoded into the magnetic stripe on the cash card that the Appellee issued to a depositor, which arrangement also applied to the Appellant. One of the arguments put by the Appellant before this Court was that the immunity clause was invalid on the grounds of a lack of security in the Appellee’s payment system, because with this sort of cash card it was possible to decrypt the PIN by means of a readily available card reader connected to a personal computer. Since it is clear however that considerable computer skills and knowledge are needed to decrypt PINs in the manner argued (it might also be added that from the records it may be gathered that at the time of the withdrawal in question, this sort of decryption technology was not all that well known), the system of ATM payment deployed by the Appellee at that time cannot be described as so lacking in security that the validity of the immunity clause must be denied. It follows that it is not possible to accept the arguments put forward by the Appellant concerning this point.”
